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FieldView Management Suite Overview

The FieldView Management Suite (FMS) system allows administrators to view the status of
remote FieldView System endpoints, create and apply system configurations, and manage
and apply remote software updates. Using the FMS, administrators can efficiently manage
and maintain groups of FieldView endpoints, including both FieldView Device (FD) and
FieldView Application (FA) endpoints.

The FMS consists of two main software components. The first, the FMS Service, is a
Microsoft Windows service that queries the status of FieldView endpoints and initiates
software updates by SNMP GET and SET requests. The second, the FMS User Interface,
is a web application that communicates with the FMS service. It allows administrators
to view and manage FieldView endpoints, configuration update packages, and software
update packages. The FMS User Interface application also hosts the software and
configuration update packages that are downloaded and installed by the endpoints.
Typically these two systems reside on the same physical machine.

SNMP Get/Set

FMS Service <

A Y

FieldView Endpoint

Y

FMS User
Interface

A

A

HTTP/HTTPS

manifest.xm| package.zip

Figure 1 - FMS Architecture

System Requirements
The FMS has the following system requirements:

e Windows XP Professional SP2 or Windows Server 2003
e IIS 5.1 or later
e ASP.NET 2.0
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Installation

To install FieldView Management Suite, put the installation CD into your CD drive. The
installation program should automatically launch when the CD is inserted. If it doesn't,
open an Explorer window (right-click on the Windows Start button and select Explore),
locate the FMS directory on the CD, and run the setup.exe program.

Before the installation you may be prompted to install several pre-requisites that are
required for the FMS to operate. These include:

e Visual C++ Runtime

e  Microsoft Windows Installer 3.1

e  Microsoft .NET Framework 2.0

e Microsoft ASP.NET 2.0 Ajax Extensions 1.0

After installing the pre-requisites, follow the onscreen prompts to complete the installation
procedure.

During the installation process you will be presented with a window asking you to enter
the TCP port that the FMS Service will use to communicate with the FMS User Interface.
Once the FMS Service starts, it begins listening for TCP connections on this port, so it is
important that you choose a port that is not already in use on your system. The default
TCP port is 9090. Enter the value of the port you wish to use, and click OK to accept the
changes and complete the installation.

Take note of which TCP port you chose as you will be required to enter this again when
configuring the FMS User Interface. You can view or change the selected TCP port at
any time by choosing Start->All Programs—>TANDBERG FieldView Management
Suite>Configure FMS Service.

Server Firewall Configuration

If Windows Firewall, third party firewall software, or another Internet security suite is
running on the server where you installed FMS, you need to configure firewall exceptions
for the ports listed in Table 1.

Table 1 - Required Firewall Exceptions

TCP Port 80 Required if the FMS server will be hosting software and

(HTTP) configuration updates by HTTP. If your IIS configuration uses
a port other than 80, ensure that you have allowed that port
instead.

TCP Port 443 Required if the FMS server will be hosting software and

(HTTPS) configuration updates by HTTPS. If your IIS configuration

uses a port other than 443, ensure that you have allowed
that port instead.

UDP Port 162 Although not required for the FMS to function, if you are using
(SNMP Traps) third party monitoring software you will need to open port
162 to receive SNMP traps from FieldView endpoints.
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Starting FMS for the First Time

Logging In

To login to the FMS system, you must first launch the user interface by choosing
Start->All Programs-> TANDBERG FieldView Management Suite->Login to FMS.
This starts the FMS User Interface in your default web browser and you will be presented
with the screen in Figure 2.

Every web page in the FMS User Interface is laid out in a similar manner to the login
screen in Figure 2. At the top of the page the name of the application is displayed, along
with the product’s activation status (see Activating the FMS Service). Immediately
below the activation status is the menu bar which is used to navigate between sections
of the user interface. Lastly, the title of the page/section that you are working on and the
content of that section is displayed directly below the menu.

TANDE FieldView Management Suite
1.1.1.0

Home  Managed Devices  FD Configurations  FA Configuratione  Users /| Contacts  Media Configurations Software Packages  Options  Logout

Login to FieldView Management Suite

User Name:

Password:

Copyright (c) 2007-2008 LitreStream Technologies Incorporated. Al rights reserved.

Figure 2 - Logging In to FMS

To log in, enter the default user name and password listed below:
Default User Name: admin
Default Password: admin

To avoid unauthorized access to the software, change this password immediately after
logging in for the first time.

Configuring the FMS User Interface

After logging in for the first time, you need to configure the user interface. There are
three steps required in the configuration process: changing the administrator password,
configuring the FMS Service host name and port, and configuring the FMS configuration
and software update server.
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Changing the Administrator Password

On the menu bar located near the top of your screen, choose Options->General
Settings. This will take you to the General Settings configuration page, shown in Figure
3. To change the administrator password, type the new password into both the password
and confirmation fields, and click the Save button. If the passwords you enter do not
match, an error message is displayed.

TANDER FigldView Management Suite
11.1.0

General Configuration

Administrator Password:

Confirm Password:

FMS Service Configuration

Service Host Name: localhost

Service TCP Port: Q090

Save Cancel

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights reserved.

Figure 3 - General Settings

Changing the FMS Service Host Name and Port

The FMS User Interface communicates with the FMS Service over a TCP connection. If
you install the FMS Service on the same machine as the FMS User Interface and use the
default TCP port of 9090, no further configuration is required.

Otherwise, open the General Settings configuration page by choosing Options-> General
Settings and locate the FMS Service Configuration section. In the field labeled Service
Host Name, enter the host name of the server that the FMS Service is installed on. In the
field labeled Service TCP Port, enter the TCP port that you selected during installation.

For example, if the FMS Service resides on the same physical computer as the FMS User
Interface and communicates on port 9876, you would enter the following values into the
service configuration fields:

Service Host Name: localhost
Service TCP Port: 9876
Once you have made your changes, click the Save button to save your changes.

Note: While navigating around the user interface, if the FMS Service is not running or the
host name and port are configured incorrectly, an error page may be displayed stating that
the user interface could not communicate with the FMS Service.
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Configuring the FMS Update Server

FieldView endpoints retrieve software and configuration updates from the FMS User
Interface server using either HTTP or HTTPS requests. When performing a check for
updates, the FMS Service configures the FieldView endpoints with the URL to use when
downloading updates from the server.

To configure the URL of the update server, choose Options>FMS Service Settings. You will
be presented with the FMS Service Settings screen similar to the one shown in Figure 4.

TANDERG FieldView Management Suite
1.1.1.0

Update HTTP Server Configuration

Base Website URL:

Recommended Setting: http://GBEseLpt/TandbergFMS.
Advanced Device Management Settings
Polling Interval For Online Devices (seconds): 900
Min: 20, Ma:x: 100000
Polling Interval For Offline 200
Devices (seconds): Min: 20, Max: 100000
Snmp Requests per 25
Second: Min: 1, Mex: 100
Discovery Configuration
Discovery Round Polling Interval (seconds): 600

Min: 20, Ma:x: 100000
Snmp Requests per
Second:

3
Min: 1, Max: 100

Save Cancel

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights reserved.

Figure 4 - FMS Service Settings

To configure the update server, locate the field labeled Base Website URL and enter the

fully qualified URL of the update server. The URL that you enter is similar to the URL that

you use to navigate to the FMS User Interface, except that rather than using localhost as
the server name, a publicly visible IP address or hostname should be used.

For example, if the host name of the machine that the user interface resides on is
bingo, you would enter http://bingo/TandbergFMS] into the Base Website URL field.
A recommended setting based on the hosthame and installed directory of the server is
shown below the Base Website URL field.

To apply your changes, click the Save button at the bottom of the screen.

Note: For security reasons, we recommended that you use secure HTTPS. If an SSL

certificate is installed on your server, you may substitute https for http when entering the
Base Website URL.

Note: If FieldView endpoints are not able to resolve the hostname of the update server,
use the IP address of the machine instead.

Example: http://192.168.2.1/TandbergFMS/.



http://192.168.2.1/RMM/
http://bingo/LibreStreamRMM/
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Activating the FMS Service

After installing the FieldView Management Suite system, you must activate the FMS
Service. Activation can be done in one of two ways: online or manually. The online method
is normally more convenient, but it requires that the FMS Service have access to the
Internet. If this is not the case, use the manual activation method.

Regardless of which method you use, you need the license keys that you received when
you purchased the FieldView Management Suite. Once the service has been properly
activated, you can begin monitoring devices and creating and applying configuration
packages.

Note: To use the user interface, even to perform tasks such as creating and modifying
configurations, the FMS Service must be running and activated at all times.

Online Activation

To perform online activation of the FMS Service, choose the Options—->Activation menu
item. You will be presented with the Activation screen shown in Figure 5.

10
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FieldView Management Suite

TANDBERG
Demo: 30 day(s) left

Current Activation Status: Demo: 30 day(s) left
Support Expiry Date: nla

Activation Instructions

When you purchase TANDBERG FieldView Management Suite you will receive an Activation Key. This key is made up of two parts as depicted
below:

HUOXXXX - cecceceecceeee

® Group "X is a License ID and will be a numeric value from 110 2147483648,

» Group "C"is the Key Code and will be an alphanumeric character sequence.

You can activate your product either online via the Internet, or manually.

Online | Manual

Flease enter your two-part Activation Key, and press the Online Activation button:

Online Activation

Copyright (c) 2007-2008 LibreStream Technelogies Incorporated. Al rights reserved

Figure 5 - Online Activation

On the tab labeled Online Activation, enter the two parts of the license key in the

fields provided, press the Online Activation button, and wait for a response from the
TANDBERG activation server. Online activation may take up to a minute to complete. If the
activation is successful, it is indicated at the top of the screen in green.

Manual Activation

To manually activate the FMS Service, choose the Options—>Activation menu item and
select the Manual Activation tab shown in Figure 6.

Contact a TANDBERG customer service representative using the phone number displayed
on the screen. You will be asked to provide the activation key from your CD in addition to
two automatically generated codes. These codes are unique to the PC that the FMS Service
is installed on, so ensure that you use the ones displayed on your screen rather than

the example codes in Figure 6. The service representative will provide you with the two

11
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activation codes needed for activation. Enter the codes into the boxes provided and press
the Manual Activation button. If the activation is successful, it is indicated at the top of
the screen in green.

Online || Manual

Step1

In order to do manual activation you must provide the following information to a support representative:

1. This generated key code: 294884590

2.This generated computer 1D: 114035273

3. The two-part Activation Key that you purchased along with this program

Step 2

Once you have the above information, please contact a suppoert representative to get a two part Activation Code:
Americas: 1-866-826-3237 EMEA: contact your TANDBERG reseller

Step 3

Once you have a two-part Activation Code, enter it below and press the Manual Activation button

Activation Code 1:

Activation Code 2:

Manual Activation

Copyright (¢} 2007-2008 LibreStream Technologies Incorporated. Al rights reserved.

Figure 6 - Manual Activation

Configuring the FMS Service

After configuring the FMS User Interface and activating the FMS Service, the system is
fully operational. However, you may also wish to tune the performance of the FMS Service
to fit your network environment.

To configure the FMS Service performance, choose Options->FMS Service Settings.
You will be presented with the FMS Service Settings screen, shown in Figure 4. Using
this page, you can configure both device management and device discovery settings.
The configurable settings for device management are described in Table 2, while the
configurable settings for device discovery are described in Table 3.

Table 2 - Device Management Settings

Polling Interval For The interval (in seconds) at which the FMS Service refreshes
Online Devices the current state of all online devices.

Polling Interval For The interval (in seconds) at which the FMS Service attempts
Offline Devices to retrieve the state of all not responding or offline devices.

Setting this to a lower value reduces the delay in detecting
when an endpoint has come online.

Snmp Requests Per Setting this value to a lower number decreases the number of
Second SNMP packets being sent by the FMS Service every second.

12
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Table 3 - Device Discovery Settings

Discovery Round Polling | The time the FMS service waits between endpoint discovery
Interval rounds. A lower number here increases the frequency of
discovery rounds, increasing the chance that a device will
be discovered if it is online for a short period of time. See
the Automatic Discovery of Managed Devices for more

information.
Snmp Requests Per The number of requests per second sent by the discovery
Second manager in the FMS Service. A higher number increases the
speed of discovery and a lower number reduces network
traffic.

13
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Preparing an Endpoint for Remote
Management

In order for the FMS Service to manage and monitor an FieldView endpoint, the SNMP
service on the endpoint must be configured correctly.

Enabling Remote Management on an FD Endpoint

To enable remote management on an FD Endpoint, you must configure the SNMP
community of the device. In the Configuration screen on the FD, select the Network >
SNMP tab and configure the SNMP community accordingly.

Note: For security reasons, we recommend that you use a community name other than
public. The community name that you choose will be given both READ and WRITE
privileges.

Note: Take note of the community nhame that you choose here as it will be used later
when adding this endpoint to the FMS database.

You can also configure the hostname or IP address of the SNMP manager that is permitted
to communicate with the device. Entering a value into the Permitted Manager field on
the SNMP tab restricts incoming SNMP packets to a single remote server. If you leave this
field blank, any host will be allowed to communicate with the device using SNMP.

Note: For security reasons, we recommend that you enter the host name or IP address of
the computer that is running the FMS Service.

The changes you make on this tab will take effect when you click Apply.

Enabling Remote Management on an FA Endpoint

To enable remote management on an FA endpoint, you must first ensure that the SNMP
service is installed and configured on the host computer. After the SNMP service is installed
and configured, the FA endpoint will be manageable from the FMS. Additional configuration
of the FA client software itself is not necessary.

Note: The FA client software must be installed on a host system before the FMS can
manage it. The client software can be installed either before or after the SNMP service
configuration.

Note: When uninstalling or upgrading FAs on Windows Vista computers where the SNMP
service is already running, you may be presented with a dialog, similar to the one in Figure
7, asking if you wish to automatically stop the SNMP Service. If you choose the option
“Automatically close the applications and attempt to restart them after setup is complete”,
it is possible that the SNMP service will not be restarted after the uninstall operation has
completed. If you choose “Do not close applications (A Reboot will be required)”, the
uninstall process will correctly stop and restart the SNMP service. In either case, to ensure
that the SNMP service is in the desired state after the uninstall/upgrade process, we
recommend that you restart the computer.

14
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%] TANDBERG FieldView Application 3.0.2 [

The following applications should be closed before continuing the
install:

SHMP Service

@ My tomatically close applications and attempt to restart them after |
= =etup is complete.

Do not close applications. (4 Reboot will be required.)

| OK | | Canesl

Figure 7 - SNMP Warning During FA Setup

Installing the SNMP Service

If the service is already installed, you may skip this section.
To install the SNMP service under Windows 2000/XP:
1. Choose Start>Control Panel to open the Windows Control Panel.

2. Double-click Add/Remove Programs to open the Add or Remove Programs
dialog.

3. Click the Add/Remove Windows Components button on the left side of the
dialog.

You will be presented with the Windows Components Wizard, as shown in Figure 8.

4. Click Management and Monitoring Tools in the list to select it and then click
the Details button.

15
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Windows Components Wizard

Windows Components

You can add or remove companerts of Windows XP.

To add or remove a compaonent, click the checkbox. A shaded box means that onhy
part of the companent will be installed. To see what’s included in @ component, click

Dietails.

Components:

& Intemet Explorer DOMB A
%Intemet Information Services ([15) 135 MB

Eﬂ Management and Manitoring Tools 20 MB

[] =* Message Quewing 0.0 ME

vl 5% MSN Farlarer MIMR_¥

Descrption:  Includes Windows Accessores and Lkilties for your computer.

Total digk space required: 562 MB -
51183 B

Space available on disk:

< Back ” Next > l[ Cancel ]

Figure 8 - Windows Components Wizard

You will be presented with the Management and Monitoring Tools dialog, as
shown in Figure 9.

Management and Monitoring Tools

To add or remave a companent, click the check box. A shaded box means that only part
of the compaonent will be installed. To see what's included in a component, click Details.

Subcomponents of Management and Manitoring Toals:

E. Simple Metwors Management Protocaol 0.9 MB
[l WMI SNMP Provider 1.1 MB

Descrption:  Includes agents that maonitor the activity in network devices and report to
the networc console wonkstation.

Total disk space required: he.2 MB
Space available on disk: 5115.0 MB

] l [ Cancel

Figure 9 - Selecting SNMP from the Management and Monitoring Tools

16



D14141.04 April 2008 TANDBERG FieldView Management Suite

5. Select the checkbox next to Simple Network Management Protocol.
6. Click OK to dismiss the Management and Monitoring Tools dialog.

7. Click Next to complete the installation. You may be asked for your Windows
installation CD to complete the setup.

8. Click Finish when the wizard is finished.

After performing the steps above, the SNMP service is installed and running on your PC.

Configuring the SNMP Service
To configure the SNMP service to work with FMS:

1. Choose Start > Control Panel to open the Windows Control Panel.
2. Double-click Administrative Tools > Services to open the Services dialog.

3. Locate the SNMP Service entry in the list of services. The entry should indicate
that the service is started. If it is not, start it by right-clicking on the entry and
choosing Start.

4. Right-click on the SNMP Service entry and select Properties. You will be
presented with the SNMP Service Properties dialog as shown in Figure 10.

SNMP Service Properties (Local Computer) @@

General | Log On || Recovery | Agert | Traps | Securty | Dependencies

Service name: SHMP

Dlisplay name: SNMP Service

Diescription: Includes agerts that monitor the activity in netwark A
i devices and report to the networl console 3
Path to executable:

CHWINDOW S System 32 snmp exe

Startup type: Automatic W

Service status: Started

You can specify the start parameters that apphy when you start the service
from here.

QK l [ Cancel

Figure 10 - SNMP Service Properties

5. On the General tab, to ensure that the SNMP service starts every time the host
computer is restarted, select Automatic for the Startup Type. If you wish to start

17
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the service manually each time, choose Manual.

6. Select the Security tab. You will be presented with a dialog similar to the one in

Figure 11.

SNMP Service Properties (Local Computer)

General || Log On || Recovery | Agent | Traps | Securty | Dependencies

[v 5Send authentication trap

Accepted community names

Community Rights

public READ OMLY

TANDEERG READ WRITE
Add... Edit... Bemove

" Accept SNMP packets from ary host
* Accept SNMP packets from these hosts

Add... | Edit... | Remove |

oK || cancel || ooy |

Figure 11 - SNMP Service Security Options

Configure the SNMP community. If this is the first time that you have installed the
SNMP service, you may already see an entry in the accepted community names
labeled public.

Note: For security reasons, we recommend that you either remove the public
entry or ensure that it is set to READ ONLY under the Rights column.

e To delete the entry, select it and click the Remove button.
¢ To modify the entry, select it and click the Edit button.

Choose an SNMP community name to use to monitor and manage this device from
the FMS and add it to the list of accepted community names. To add a community
name, click Add. You will be presented with the SNMP Service Community
dialog as shown in Figure 12, where you can set the community name and access
rights for the community.

18
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SNMP Service Configuration @@

Community rights:
\READ WRITE -

Cancel

tl

Community Name:

| TANDBERG

Figure 12 - SNMP Service Community

Note: In order to monitor the status of an endpoint, the community must
be created with at least READ access. In order to apply software updates, the
community must be created with READ/WRITE access.

Note: Take note of the community name that you choose here as it will be used
later when adding this endpoint to the FMS database.

9. Configure the list of permitted SNMP managers for the host computer. To do this,
select Accept SNMP Packets from these hosts on the Security tab. To add the
FMS server to the list of permitted hosts, click the Add button and enter the host
name or IP address of the FMS server.

Note: By default, your host machine may already be accepting SNMP packets
from all hosts. For security reasons, we recommend that you explicitly allow SNMP
packets only from certain hosts.

Client Host Firewall Configuration

If Windows Firewall, third party firewall software, or another Internet security suite is
running on the FA host machine, it may block SNMP packets from entering the system.
You need to configure a firewall exception to allow UDP packets through on port 161.

Additional Configuration

No additional configuration is required provided the SNMP service is configured correctly.
When the FA client software is installed, it sets up all necessary registry entries that are
required for the FieldView SNMP agent to be loaded onto the system. However, if the SNMP
service is removed and reinstalled later, these registry entries may need to be reapplied.

To apply the SNMP registry settings:

1. Login to the FA host machine using an account with administrator privileges.

2. Open the C:\Program Files\TANDBERG\FA\Snmp folder and double-click the
SnmpExtensionAgent.reg file located in the folder.

3. When prompted, click Yes to import the settings into the registry.
Click OK when the import is complete.

5. For the changes to take effect, either stop and restart the SNMP service through
the Administrative Tools->Services dialog in the Control Panel or restart your
computer.

Remote Monitoring Without the FMS Service

FA installations come with an SNMP Management Information Base (MIB) that can be
imported into any third party SNMP monitoring and management application. Refer to the
documentation for your SNMP management software for more information.
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The MIB is located in the C:\Program Files\TANDBERG\FA\Snmp folder.
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Managing Devices

The FMS can be used to monitor the status of FieldView endpoints as well as apply
software and configuration updates to those endpoints. In order to perform monitoring and
managements tasks on an endpoint, the endpoint must first be added to the system. The
endpoint must also be correctly configured to support remote management, as described
in Preparing an Endpoint for Remote Management.

Once an endpoint has been added, the FMS Service maintains it in a database of managed
devices. This database persists even if the server is restarted, so endpoints only need to
be added to the system once.

New devices can be added to the database in one of two ways: manually, by entering an
IP address or hostname, or automatically through a discovery process.

Manually Adding a Managed Device
To manually add an endpoint to the system:

1. Choose Managed Devices>Add Managed Device. You will be presented with
the New Managed Device screen, as shown in Figure 13.

Identification

Host name (or IP address):

SNMP community: public
Device Type: Fieldview Device (FD) il
Save Cancel

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. Al rights reserved.

Figure 13 - Add a New Managed Device
2. Enter the information required to identify the device as listed in Table 4.

Table 4 - New Managed Device Identification

Host name / IP Address | Enter the host name or IP address of the endpoint to monitor.
This is used to identify the endpoint when performing
monitoring or maintenance tasks. If an IP address is used,
the FMS Service will attempt to resolve the host nhame of the
endpoint once it has been added to the system.

Note:

The hostname you enter must not already exist in the FMS
database.

SNMP Community Enter the SNMP community nhame to be used to communicate
with the device by SNMP. This should be the read/write
community that you previously configured on the device.

Device Type Choose whether the device is an FD or an FA endpoint. The
type chosen determines what types of software configurations
can be applied to the endpoint.
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3. Click the Save button to save your changes and add the endpoint to the system.
You will be redirected to the Managed Devices page and the new endpoint
appears in the list of managed devices.

Troubleshooting Adding a New Device

When a device is added to the database, the FMS Service will attempt to resolve the
host name or IP address of the new device using the DNS lookup functionality built into
Microsoft Windows.

If the server that the FMS resides on contains stale DNS records, it is possible that the
resolved host name or IP address will be incorrect. In some cases, this may lead to either
communication with a device other than the one that the administrator intended, or the
inability to communicate with the device at all.

If the host name or IP address for a device appears incorrect, you should remove the
device, clear the local DNS cache on the FMS server, and add the device again. On
Windows XP Professional and Windows Server 2003 machines, this can be accomplished
by going to a command prompt and entering the following command:

ipconfig /flushdns

This command will clear the local DNS cache on the FMS server, forcing the next DNS
query for a device to go directly to the machine’s configured DNS server.

Automatic Discovery of Managed Devices

Endpoints can also be added to the system automatically through a device discovery
process. The FMS Service maintains a list of IP address ranges that it uses to search for
new FieldView endpoints on the network. Periodically, the FMS Service will query every
IP address included in each device discovery range to look for new endpoints. If a new
endpoint that is not already present in the system is discovered, the endpoint will be
added to the list of managed devices.

For an endpoint to be discovered, the following conditions must be met:

e The endpoint must be reachable by IP address on the network from the FMS
server.

e The endpoint must have SNMP enabled and the FMS must be configured to
discover devices using the endpoint’s corresponding SNMP community.

e In the case of FA endpoints, the FA software client must be installed on the
computer in order for the FMS to identify it as an FieldView endpoint.

e An endpoint with the same SNMP sysName or hostname as the one discovered
must not already exist in the database.

View Existing Device Discovery Ranges

To view the list of current device discovery ranges in the system, choose Managed
Devices—~>Device Discovery. You will be presented with a list of all of the device
discovery ranges that were previously created, as shown in Figure 14.
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Starting IP Address Ending IP Address SNMP Community

Create New

Copyright (c) 2007-2008 LibreStream Technologies Incorperated. All rights reserved.

Figure 14 - View Device Discovery List

Each item in the list displays the starting IP address of the range, the ending IP address

of the range, and the SNMP community for the range. From here, you may perform a
number of tasks on each item.

Modify opens a page allowing you to modify an existing discovery range. There, you can
change all attributes of the existing discovery range.

Delete removes the discovery range from the system.

Creating a Device Discovery Range
To add an automatic discovery IP address range to the system:

1. Choose Managed Devices—>Device Discovery. You will be presented with the
Device Discovery screen, as shown in Figure 14.

2. Click the Create New button at the bottom of the device discovery list. You will be
directed to an Add Discovery Range screen similar to the one in Figure 15.

Discovery Range

Starting IP Address: 192.168.2.100
Ending IP Address: 192.168.2.130

SHMP Community: public

Save Cancel |

Figure 15 - Add Device Discovery Range
3. Enter the information required to identify the discovery range listed in Table 5.

Table 5 - New Device Discovery Range Identification

Starting IP Address Enter the first IP address in the discovery range.

Ending IP Address Enter the final IP address in the discovery range.

SNMP Community Enter the SNMP community to use when discovering devices
for this range.

Note: To perform discovery on an IP address range using more than one SNMP
community, add the same IP range multiple times with different community names.
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4. Click the Save button to save your changes and create the device discovery
range. You will be redirected back to the Device Discovery page where the new
range appears in the list.

Modify an Existing Device Discovery Range

To modify an existing device discovery range, open the Device Discovery page, locate
the discovery range in the list, and click the Modify button.

Deleting a Device Discovery Range

To delete an existing device discovery range, open the Device Discovery page, locate the
discovery range in the list, and click the Delete button.

Viewing Existing Managed Devices

To view a list of managed devices currently in the system, choose Managed
Devices>View Managed Devices. You will be presented with a Managed Devices
screen similar to the one shown in Figure 16.

Device Administration :

Add New Davics | Delete Selectad | Refresh Selected || Check For Updates |

Assign Software | Configuration Groups :

Software | Configuration | Users / Contacts | Media Configurations |

Refresh Table

- (Update Group,
|:| Name Type Status Software Ttem Version Version)

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights reserved.

Figure 16 - View Managed Devices List

The Managed Devices page contains a list of the endpoints currently managed by the
FMS as well as their last known status. At regular polling intervals, the FMS Service
queries each device in the database by the SNMP interface and records whether or not the
device is online. It also updates the current hostname and IP address of each device, and
retrieves the current versions of the software and configuration items on the endpoint.
Each entry in the managed devices table will contain the information described in Table 6.

Table 6 - Managed Devices Table Columns

Name The name used to identify the endpoint is displayed here.
If the SNMP sysName of the endpoint has been successfully
retrieved, it is used as the display name. Otherwise, the
host name is displayed. Typically these two values are the
same. Below the name of the device name, the current IP
address of the endpoint is also shown.

Type The type of device, either FD or FA.
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Status The current status of the device is shown in addition to the
last time the device was online. The possible status values
are as follows:

online - the endpoint is reachable by the FMS and is
currently running.

not responding - the endpoint is either not reachable
by the network, is not turned on, or is not communicating
for some other reason. Possible reasons could be that the
SNMP community is configured incorrectly or the SNMP
service (on FA endpoints) is not running.

offline - the host is up and reachable by the network but
the FieldView application software is not running. This only
applies to FA endpoints.

Software Item These columns display the last known version of each type
Version of software or configuration item installed on the FieldView
) endpoint. If the endpoint has been assigned to a software
Update Group, Version or configuration group, the latest version available for the
group is displayed in parentheses. This is described further
in Software / Configuration Updates.

Note:

If an endpoint’s current software or configuration version
does not match the version for the assigned group, the
current version number is displayed in red.

In addition to the information described above, action buttons are included that allow you
to perform tasks on each endpoint in the table.

Details takes you to a page that allows you to view more detailed status for the endpoint
and manage its assigned software and configuration groups.

Delete removes the device from the system.

Refreshing the Managed Devices Table

To refresh the list of managed devices and obtain a snapshot of the current state of the
system from the FMS Service, you can either refresh the page in your browser or click
Refresh Table, located at the top of the managed devices table.

Device Administration

At the top of the Managed Devices page there is a group of buttons that allow you to
perform administrative tasks on the devices in the system. These are described in detail

in Table 7. Note that some of the buttons perform the desired action only on devices that
are currently selected. To select a device, click the checkbox in the managed devices table
next to its name. You can also select or de-select all the devices in the table by clicking the
checkbox in the title bar of the devices list.

Table 7 - Device Administration Commands

Add New Device Clicking this button directs you to the New Managed
Device page, where you can manually add a new device to
the system.
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Delete Selected Use this button to remove all selected devices from the
database.
Refresh Selected Use this button to refresh the status of the selected devices.

For performance reasons, this action is asynchronous, so
results of the refresh are not displayed immediately in the
table. You can refresh the table itself by clicking Refresh
Table at the top of the managed devices table.

You will know that a device’s status has been refreshed
when the Last Online time has been updated to match the
current time of the server.

Check For Updates Clicking this button tells the FMS Service to check for
software and configuration updates on all selected devices.
This is described further in Updating the Software/
Configuration of an Endpoint.

Software / Configuration Updates

In order to apply software and configuration updates to remote FieldView endpoints using
the FMS system, you must assign endpoints to a software or configuration update group.

An update group is a named software or configuration package that can be applied to an

endpoint.

Assigning an endpoint to an update group does not immediately apply the corresponding
software or configuration package to the device. Rather, the endpoint is marked as
belonging to the assigned group allowing you to view, in the managed devices table,
whether or not the software and configuration of each endpoint is up to date with respect
to its assigned groups.

Applying a software or configuration package to an endpoint is a two-step process:

1. Assign the endpoint to the update group that corresponds to the package you wish
to apply.

2. Check for updates on the endpoint. This will cause the endpoint to retrieve the
latest versions of the software and configuration packages for each group it is
assigned to and install them, if necessary.

Assigning an Update Group

Each FieldView endpoint can be assigned to multiple update groups: one for each type
of software or configuration package that it supports. The available package types are
outlined below.

Software packages are supported by both FD and FA endpoints. Assigning an endpoint
to a Software group allows you to apply new versions of FD software or FA client software
to remote endpoints. These are described further in the Software Update Packages
section.

Configuration packages are supported by both FD and FA endpoints. Assigning an
endpoint to a Configuration group allows you to push a configuration file to the endpoint.
These are described further in FD Configurations and FA Configurations.

Users/Contacts packages are supported by both FD and FA endpoints. Assigning an
endpoint to a Users/Contacts group allows you to apply users and shared contacts to a
remote endpoint. These are described further in the Users/Contacts section.

Media Configurations packages are supported by FA endpoints only. Assigning an
endpoint to a Media Configurations group allows you to apply video and audio profiles to a
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remote FA. These are described further in the Media Configurations section.
To assign an endpoint to a particular update group:
1. Choose Managed Devices > View Managed Devices.

2. Select the devices that you wish to configure from the list by clicking their
corresponding checkboxes.

3. Locate the Assign Software / Configuration Groups section, above the
managed devices table.

4. Click the button that corresponds to the type of group you wish to assign. For
example, if you are assigning the devices to a Software group, click the Software
button.

A list of available group names for the type of group you wish to assign appears in
a list below the button, as shown in Figure 17.

Assign Software / Configuration Groups :

Configuration Users / Contacts Madia Configurations

Refresh Table

[ Name Type  Status Software Ttem Version (Update Group, Version)

FDOOOBGBOBAT23 FD online
192.168.1.137 Last onlins:
3/3/2008 9:59:20 AM

Softrare 2.62.0.0 details delete

Configuration Unlknown

Users / Contacts : Unknown

Figure 17 - Assigning an Update Group

5. Click the name of the group that you wish to assign to the selected devices.
The devices will be assigned to the selected group. The managed devices table
shows the name of the assigned group, as well as the current version number of
the group for each of the selected devices. If a device is out of date, the current
version number for the device is shown in red, as shown in Figure 18.

[0 name Type Status Software Item Version (Update Group, Version)

[] FDOOOBGBOBAY23 FD online
192.168.1.137 Last online:
3/3/2008 9:55:20 AM

Softvars : 3.82.0.0  (FD .38, 3.38.0.0) detalls
Configuration : Unknown

Users / Contacts Unknown

Figure 18 - A Device Requiring an Update

Note: The assigned groups for each endpoint are persistent in the FMS Service database.

Removing an Endpoint from an Update Group

To remove an endpoint from an update group, choose [None] when configuring the
corresponding group name. Newly added devices have their configurations groups set to
[None].

Updating the Software/Configuration of an Endpoint

Once an endpoint is assigned to an update group, you can see in the Managed Devices
table whether or not it is out of date. If an endpoint is out of date, you can check for
updates for all assigned update groups.

To check for updates:

1. Choose Managed Devices > View Managed Devices.
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2. Select the devices that you wish to update from the list by clicking their
corresponding checkboxes.

3. Click the Check for Updates button located in the Device Administration
section above the managed devices table. This causes the FMS Service to request
that all selected devices check each configured update group for newer versions of
software/configurations. If new versions exist, the endpoints download and apply
the packages as necessary.

4. To see whether or not a device was updated successfully, refresh the managed
devices table. If the software or configuration was applied correctly, the version
numbers in the table matches the newly installed version.

Note: Only the version humber of an update package is used to determine if an
endpoint’s configuration or software is out of date. The group name is used for display and
identification purposes only, and is not a factor when an endpoint is checking for updates.
In other words, an endpoint will not be able to distinguish between two differently named
configuration packages of the same type if they also have the same version number.

When administering different groups of configurations, we therefore recommended that
you assign a different major or minor version humber for each configuration package that
you create. This way, an endpoint will be able to correctly update its configuration when
switching between update groups.

Example: Warehouse Contacts Internal Contacts
2.0.0.1 3.0.0.1

Note: In order for a configuration or software update to succeed, the following conditions
must be met:

e The device must not already be performing an update.
e The device must not be in a session or a call.
e If the device is an FD, it must be running on external power.

Note: To view a more detailed status of the last attempted check for updates, you
can click the details link next to an endpoint in the Managed Devices table. See the
Viewing and Modifying an Existing Endpoint section for more information.

Viewing and Modifying an Existing Endpoint

To modify an existing FieldView endpoint, locate it in the Managed Devices table and
click its corresponding details link. You will be taken to the Device Details screen, similar
to the one shown in Figure 19.
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FDOOOEBG6BOBAT23

|dentification | Software | Status

Refresh

Identification

Hostname: fd000bsb0baT 23 librestream.local

1P Address: 192.168.1.137

Device Type: FieldView Davice (FD) s
Status: online

Last Online: 3/3/2008 10:31:21 AM

SNMP sysMame: FOOOOBGBOBATZ23

SNMP Community: public

Save Changes

Figure 19 - Managed Device Details

The Device Details screen shows the current status of the selected FieldView endpoint.
There are three tabs on the screen that are used to switch between the Identification,
Software, and Status areas of the Device Details screen.

Managing Device Details

Click the Identification tab to view and modify the information used to identify the
FieldView endpoint, as described in Table 8.

The Identification tab may also contain device specific configuration options. For
example, administrators can lock or unlock call licenses on FA endpoints.

Table 8 - Identification Information

Hostname The hostname of the endpoint.

IP Address The IP address currently being used to communicate with
the device.

Device Type The type of device, either FD or FA.

Status The current status of the device (see Viewing Existing
Managed Devices)

Last Online The last time the device was detected as being online.

SNMP sysName The name returned by a request for the MIB-II sysName

variable. This value is used for display purposes to identify
the device. If the device has never been successfully
reached by SNMP, this field is blank.

SNMP Community The SNMP community being used to communicate with the
device.

The device type and the SNMP community can be modified using this screen. Change the
values and click Save Changes to apply the values to the FMS Service.

Note: Changing the SNMP community value only changes the value that the FMS service
uses to communicate with the device. It does not change the actual community currently

29



D14141.04 April 2008 TANDBERG FieldView Management Suite

set on the endpoint. Changing the community on the device itself must be done either
manually or through the application on an FD configuration package.

Note: To refresh the information shown on the Identification tab, you can either refresh
the page in your browser or click the Refresh link, located at the top right of the tab.

Software / Configuration Updates

In addition to being able to modify an endpoint’s identification information, you can
also apply software and configuration updates from the Device Details page. On

the Software tab, you will see the list of software and configurations installed on the
endpoint, the version numbers of each item, and the associated update groups that are
assigned for each type of package, as shown in Figure 20.

FDOOOB6BOBAT23

Identification | Software | Status

Refresh
Software ltem Version Update Group (Version)
Software: 3.54.0.0 FD 3.57 (3.57.0.0) R
Configuration: 1.0.0.1 [ None ] b
Users / Contacts: Urniknawn [ None ] b
Save Changes Check For Updates

Software ! Configuration Update Status

Last Update Attempt: 1/4/2006 5:51:13 PM
Last Update Status: Successful

Figure 20 - Managed Device Software

Performing software and configuration updates from the Device Details page follows a
similar process to updating from the managed devices table. Select the desired update
groups from the corresponding drop down menus and click Save Changes to apply them
to the device. To update an endpoint, click the Check For Updates button. This checks
for updates on the endpoint.

If an endpoint is online, the status of the last update check performed on the endpoint

is shown in the Software / Configuration Update Status section. The time of the last
attempted update is shown, as well as the status of the last attempted update. The status
will be one of those listed in Table 9.

Note: The last update time is the local time of the endpoint being monitored.
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Table 9 - Last Update Status Description

Successful The endpoint successfully detected, downloaded, and
installed updated software and configurations.

Failed Updates were detected, but one or more of them failed
to either download or install. If there is more information
regarding the reason for the failure, it is displayed as well.

No Updates Found The endpoint did not detect a newer version of software or

configurations, either because the software on the endpoint
was already up to date or the endpoint failed to detect the

latest version of software from the FMS server.

Note:

If an endpoint shows No Updates Found after a check

for updates, and the version numbers on the endpoint do
match those in the assigned update groups, it is likely that
there was a communication problem between the endpoint
and the FMS server. If repeated attempts to update also
fail, ensure that the Base Website URL for the FMS server
is set correctly under Options>FMS Service Settings
and that incoming HTTP requests from the endpoint are not
blocked by any firewall software.

Unknown This is typically shown when a device has not previously
attempted any updates.

Viewing Endpoint Status

The Status tab on the Device Details page displays the full list of an endpoint’s software
and configuration information, hardware information (FD only), and the details regarding
the current session and media stream.

To view the current status of an endpoint, open the Device Details page and select the
Status tab. You will be presented with a Details for Device screen similar to the one
shown in Figure 21.
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FDOOOB6BOBAT723

|dentification | Software | Status
Retrieve Status

Software Versions

FO: 3.54.0.0
Application: 1.1.2952.28467
0OS: 3.54.0.0
Monitor: 1.20.0.0
MCU: 2.14.0.0
Splash Screen: Unknown

Registry Configuration: 1.0.0.1

Configuration: 1.0.0.1

Core Settings: 1.0.0.1

Preferred Networks: 1.0.0.1

Hardware

Deavice Name: FDODOBSBOBATZ3

Part Number: 200024

Board Number: Version not available

Session

Status: Disconnected

Media Stream

No currently active media streams

Figure 21 - Managed Device Status

When the Status tab is first loaded, the status information is not displayed. To retrieve
and display the current status of the endpoint, click the Retrieve Status link. This will
send a request to the FMS Service for the current state of the endpoint by SNMP.

Note: If the FMS Service cannot retrieve the status of the device, an error message is
shown in place of the endpoint’s status. Failure to retrieve an endpoint’s status could
indicate a communication problem with the endpoint caused by either, incorrectly
configured SNMP settings or heavy network traffic, which cause SNMP requests or
responses to be lost.
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FD Configurations

The FMS allows administrators to create FD configuration packages that can be applied

to FD endpoints. An FD configuration package created by the FMS system is intended to
be created offline and then applied to multiple FDs. As a result, items which are device
specific, such as device name, static IP address and device specific SIP settings, cannot be
configured by the FMS.

An FD configuration package actually consists of multiple configuration files. When viewing
the currently installed version of the configuration package on the FD, you will notice

four separate version numbers: Application Settings, Core Settings, Registry Settings,

and Preferred Networks. When creating an FD configuration package, the same version
number is applied to all four configuration files.

When an FD configuration package is applied to an FD endpoint, the following rules are
applied:

e All configurations settings on the FD that also exist in the package will be replaced
by the settings in the package.

e Any configuration settings that exist in the package that do not exist on the FD
will be added to the FD.

The one exception to these rules is the management of wireless preferred networks, which
are handled as follows:

e A preferred network that exists on the FD with the same SSID as one found in
the package will be overwritten. Its position in the preferred networks list will not
change.

e Preferred networks that do not exist on the FD, but exist in the package, will be
added to the FD. They will be added to the top of the preferred networks list.

e None of the existing preferred networks on the FD will be deleted. They must be
removed manually from the FD by an administrator.

Creating an FD Configuration Package
To create a new FD configuration package:

1. Choose FD Configurations > Add FD Configuration Package. You will be
presented with the New FD Configuration Package screen as shown in Figure
22.
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New FD Configuration Package

Identification

Group Name: New Configuration

Version: 1.0.0.0

Save Cancel

Configuration

General || Display | Video | Audio | Network | Radio | Call Control | Security | SNMP | Time | Maintenance

Standby Timeout (minutes): 1
(0 to disable) Min: 0. Max: 120
Media Path: \Storage Card\Media

Example: \Storage Card\Media

[l freeze video stresm whan capturing & still imegs

Figure 22 - Add FD Configuration Package

2. Enter the information that is required to identify the new FD configuration package
in the Identification section, as shown in Table 10.

Table 10 - FD Configuration Package Identification

Group Name Enter the name of the package. This name must be unique
to all FD Configuration packages and be a valid Windows
filename. This name is used to identify the package when
assigning it to an FieldView endpoint.

Version Enter the version of the FD Configuration package. This
version number is used by endpoints to determine whether
or not this package has already been installed. The default is
1.0.0.0.

3. In the Configuration section, create the actual FD configuration that can be
applied to an FD endpoint. Navigate through the tabs and setup the desired
configuration.

Note: For more information on FD configuration settings, refer to the FieldView
System Administration Manual.
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4. Click the Save button to save your changes and create the FD Configuration
package with default configuration settings.

View Existing FD Configuration Packages

To view the list of FD Configuration packages in the system, choose FD Configurations
- View FD Configuration Packages. You will be presented with a list of all of the FD
Configurations packages that were previously created, as shown in Figure 23. You can
create a new FD configuration package by clicking the Create New button, located at the
bottom of the list.

Group Name Version Last Modified
Initial Configuration 2.0.0.0 17/12/2007 3:08:42 PM save package modify delete
Warehouse Config 1.0.1.0 17/12/2007 3:08:54 PM save package modify delete

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights reserved.

Figure 23 - View FD Configuration Package List

Each item in the list displays the name, the version number, and the last modified time of
the package. From here, you may perform a number of tasks on each package.

Save Package allows you to download a ZIP file containing an FD configuration package.
This ZIP file contains both the package manifest and the package archive. You can extract
these two files to an SD card for manual installation of the package to FD endpoints.

Modify takes you to a page allowing you to modify an existing package. There, you can
change the version number or name of an FD Configuration package, and modify the FD
configuration in the package.

Delete removes the package from the system. Any endpoints that are currently assigned
to the FD Configuration package will have their Configuration group set to [None].

Modifying an Existing FD Configuration Package

To modify an existing FD configuration package, locate it in the list and click its
corresponding modify link. You will be taken to a screen similar to the one shown in
Figure 22.

The name of the package you are modifying is shown at the top of your screen. From
here, you can change the name or version number of the FD configuration package, as
well as modify the FD configuration itself. Modify the fields as required and click Save to
save the changes.

Note: The version number of a FD configuration package must be changed whenever
modifications are made to the package. If the version nhumber is not incremented, an FD
endpoint that is assigned to the package will not know that the configuration has changed
and will fail to download and install it the next time the endpoint is asked to check for
updates.

35



D14141.04 April 2008 TANDBERG FieldView Management Suite

Maintaining the Wireless Preferred Networks List

The Network tab in Configuration section contains a list of wireless preferred networks
in the current FD Configuration package, as shown in Figure 24.

General | Display | Video | Audio | Network | Radio | Call Control | Security | SNWP | Time | Maintenance

Preferred MyMNetwork ! |
Networks: S
Maodify |
Delete |

Figure 24 - View Preferred Networks List

Create a Wireless Preferred Network

To create a new wireless preferred network:

1. Click the Add New button, located to the right of the Wireless Preferred Networks
table. You will be presented with a screen similar to the one in Figure 25.
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General | Display | Video | Audio | Metwork | Radio | Call Control | Security | SNMP | Time | Maintenance

Hetwork name (S 510): PrivateMetwork
Security

Authentication: Open
Encryption: Disabled
Hetwork key:

Key index: 1

The key is provided automatically
IEEE 802.1x Authentication

IEEE B802.1x: O Enslea
EAP Type: FEAP

User Certificate SHA1
Hash:

Validate server

Save Profile Cancel

Figure 25 - Add Preferred Network

2. Fill in the details that identify the wireless preferred network. The available
configuration settings are similar to what is found in the preferred network
configuration on the FD. For more information on the available settings, refer to
the FieldView System Administration Manual.

3. Click Save to save your changes and return to the Wireless Preferred Networks
list. The new preferred network is displayed in the list.

Note: The FMS system does not support remotely adding certificates to FD endpoints.
If you are using IEEE 802.1x authentication, you can assign an existing certificate to a
preferred network by filling in the User Certificate SHA1 Hash field. The hash must
consist of HEX values separated by colons, similar to the following example:

69:09:8d:ff:al:c5:9b:8a:fc:71:0a:c9:04:8a:76:ce:4e:dd:06:13

If viewing a certificate in Internet Explorer, the required value can be found in the
Thumbprint field of the Details tab.

Modify an Existing Wireless Preferred Network

To modify an existing wireless preferred network, select the Network tab, select the
wireless network you wish to modify from the list of networks, and click the Modify
button.

Deleting a Wireless Preferred Network

To delete an existing wireless preferred network, select the Network tab, select the
wireless network you wish to delete from the list of networks, and click the Delete button
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FA Configurations

The FMS allows administrators to create FA configuration packages that can be applied to
FA endpoints.

When an FA configuration package is applied to an FA endpoint, the following rules are
applied:

e All configurations settings on the FA that also exist in the package will be replaced
by the settings in the package.

e Any configuration settings that exist in the package that do not exist on the FA
will be added to the FA.

Creating an FA Configuration Package

To create a new FA configuration package:

1. Choose FA Configurations > Add FA Configuration Package. You will be
presented with the New FA Configuration screen as shown in Figure 26.

New FA Configuration Package

Identification

Group Name: Default

Version: 1.0.0.0

Save Cance

Configuration

Password Policy

Minimum Password Length: s

Min: 1. Max: 100
Minimum Capital Letters: 0

Min: 0, Max: 100

Minimum Hon-alpha Characters: o
Min: 0, Macx 100

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights reserved

Figure 26 - Add FA Configuration Package
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2. Enter the information that is required to identify the new FA configuration package
in the Identification section, as shown in Table 11.

Table 11 - FA Configuration Package Identification

Group Name Enter the name of the package. This name must be unique
to all FA Configuration packages and be a valid Windows
filename. This name is used to identify the package when
assigning it to an FieldView endpoint.

Version Enter the version of the FA Configuration package. This
version number is used by endpoints to determine whether
or not this package has already been installed. The default is
1.0.0.0.

3. In the Configuration section, create the actual FA configuration that can be
applied to an FA endpoint. Use the tabs to setup the desired configuration.

Note: For more information on FA configuration settings, refer to the FieldView
System Administration Manual.

4. Click the Save button to save your changes and create the FA Configuration
package with default configuration settings.

View Existing FA Configuration Packages

To view the list of FA Configuration packages in the system, choose FA Configurations

- View FA Configuration Packages. You will be presented with a list of all of the FA
Configurations packages that were previously created, as shown in Figure 27. Additionally,
you can create a new FA configuration package by clicking the Create New button located
at the bottom of the list.

FA Configuration Packages

Group Name Version Last Modified

Warehouse 1.0.0.0 2/4/2008 3:36:57 PM

Create New

Copyright (c) 2007-2005 LibreStream Technologies Incorporated. All rights reserved.

Figure 27 - View FA Configuration Package List

Each item in the list displays the name of the package, the version number of the package,
and the last modified time of the package. From here, you may perform a number of tasks
on each package.

Save Package allows you to download a ZIP file containing an FA configuration package.
This ZIP file contains both the package manifest and the package archive. You can extract
these two files to a standalone web server, which the FA client software can be configured
to query.

Modify takes you to a page allowing you to modify an existing package. There, you can
change the version number or name of an FA Configuration package, and modify the FA
configuration in the package.

Delete removes the package from the system. Any endpoints that are currently assigned
to the FA Configuration package will have their Configuration group set to [None].
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Modifying an Existing FA Configuration Package

To modify an existing FA configuration package, locate it in the list and click its
corresponding modify link. You will be taken to a screen similar to the one shown in
Figure 26.

The name of the package you are modifying is shown at the top of your screen. From
here, you can change the name or version number of the FA configuration package, as
well as modify the FA configuration itself. Modify the fields as required and click Save to
save the changes.

Note: The version number of a FA configuration package must be changed whenever
modifications are made to the package. If the version number is not incremented, an FA
endpoint that is assigned to the package will not know that the configuration has changed
and will fail to download and install it the next time the endpoint is asked to check for
updates.
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Users/Contacts Packages

The FMS allows administrators to create Users/Contacts packages. You can keep and
maintain a centrally located list of users and shared contacts that can be distributed across
multiple FieldView endpoints.

When a Users/Contacts package is applied to an FieldView endpoint, the following rules
are applied:

e Any users that exist in the endpoint’s directory that do not exist in the package
will be deleted from the endpoint.

e Any users that exist in the endpoint’s directory that do exist in the package will
be modified to match the settings in the package. The passwords for each user
on the endpoint will not be changed, regardless of the contents of the package. In
addition, all personal contacts for existing users will be maintained.

e Any users that do not exist in the endpoint’s directory that do exist in the
package will be added to the endpoint’s directory.

e The list of shared contacts on the endpoint will be replaced entirely with the
contents of the package.

Creating a New Users/Contacts Package
To create a new Users/Contacts package:

1. Choose Users / Contacts > Add Users / Contacts Package. You will be
presented with a New Users / Contacts Package screen similar to the one in
Figure 28.

New Users / Contacts Package

Identification

Group Name: Default Contacts|

Version: 1.0.0.0

Copy From: [ Blank ] .
Password Policy

Minimum Length: 6

Min: 1, Max: 84
Minimum Capital Letters: |

Min: 0. Max: 84
Minimum Non-alpha o

Characters: Min: 0, Max; 84

Save | Cancel

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights reserved.

Figure 28 - Add Users/Contacts Package

2. Enter the information that is required to identify the new Users/Contacts package
in the Identification section, as shown in Table 12.
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Table 12 - Users/Contacts Package Identification

Group Name

Enter the name of the package. This name must be unique to
all Users/Contacts packages and be a valid Windows filename.
This name is used to identify the package when assigning it to
an FieldView endpoint.

Version Enter the version of the Users/Contacts package. This version
number is used by endpoints to determine whether or not this
package has already been installed. The default is 1.0.0.0.

Copy From If you have existing Users/Contacts packages in the system,

you can copy the users and contacts from an existing file by
selecting it from the list.

3. Enter the password policy for the Users/Contacts package by filling in the required
fields in the Password Policy section as described in Table 13.

Table 13 - Password Policy Settings

Minimum Length

Enter the minimum length of user passwords for the package.

Minimum Capital
Letters

Enter the minimum number of capital letters required for user
passwords.

Characters

Minimum Non-alpha Enter the minimum number of non-alpha characters required

for each user password.

4. Click the Save button to save your changes and create the Users/Contacts

package.

View Existing Users/Contacts Packages

To view the list of Users/Contacts files in the system, choose Users / Contacts > View
Users / Contacts Packages. You will be presented with a list of all the Users/Contacts
packages that were previously created, as shown in Figure 29. Additionally, you can create
a new Users/Contacts package by clicking the Create New button, located at the bottom

of the list.

)

Usi

D

/ Contact

1
w
C

w

(T

Group Name
LibreStream Contacts
North American Contacts

Create New

7]

arkana
ackage

Version Last Modified # Users # Contacts
1.0.0.0 17/12/2007 3:06:58 PM 1 1 save packags sxporito file medify  delsts

1.0.0.0 17/12/2007 3:09:51 PM 1 e} save package exportip file medify delete

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights rezerved

Figure 29 - View Users/Contacts Package List

Each item in the list displays the name of the package, the version number of the
package, the last modified time of the package, and the number of users and contacts
currently configured in the package. From here, you may perform a number of tasks on

each package.
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Save Package allows you to download a ZIP file containing a Users/Contacts package.
This ZIP file contains both the package manifest and the package archive. You can extract
these two files to an SD card for manual installation of the package to FD endpoints or to a
standalone web server, which the FD or FA client software can be configured to query.

Export to File allows you to download an encrypted version of the Users/Contacts XML
file for a package. This file can be imported into both FA and FD endpoints without using
the software update interface.

Modify takes you to a page that allows you to modify an existing package. There, you
can change the version number or password policy of a Users/Contacts package, and add
users and shared contacts to the package.

Delete removes the package from the system. Any endpoints that are currently assigned
to the Users/Contacts package will have their Users/Contacts group set to [None].

Modifying an Existing Users/Contacts Package

To modify an existing Users/Contacts package, locate it in the list and click its
corresponding modify link. You will be taken to a screen similar to the one shown in
Figure 30.

Wodify Users / Contacts Package TANDBERG Contacts

lentification

Group Name: Contacts
Version: 1.0.0.0
Password Policy

Minimum Length: &

Minimum Capital Letters: o

Minimum Non-alpha o
Characters: Min: 0, Max 84
Save Cancel

mport Users and Contacts

Import
Full Name User Name
The Administrator admin modify delete

Create New User

Shared Contacts
Name Address Type
Bob Smith bob@152.168.1.100 Camera modify  delete

Create New Contact

Figure 30 - Modify Users/Contacts Package
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The name of the package that you are modifying is shown at the top of your screen. From
this screen, you can change the name, version number, and password policy of the Users/
Contacts package. Modify the fields as required and click Save to save the changes.

Note: The version number of a Users/Contacts package must be changed whenever
new users or shared contacts are added to the package. If the version number is not
incremented, FieldView endpoints that are assigned to the package will not know that it
has changed and will therefore fail to download and install it the next time the endpoints
are asked to check for updates.

Note: Since user passwords are stored using a non-reversible hash, there is no way
to tell if existing passwords meet the new password policy. It is up to administrators to
ensure that all passwords are changed accordingly if a stricter password policy is being
applied to an existing package.

Maintaining the Users List

Below the Identification section is a list of users that are configured for a Users/Contacts
package. The table displays the Full Name of the user, the User Name, and a list of actions
that can be performed for the user.

Create a New User

To create a new user:

1. Click the Create New User link, located below the Users table. You will be
presented with the Create New User screen, shown in Figure 31.

Modify Users / Contacts Package TANDBERG Contacts

User Hame: fred
Initial Password: ~ ~ Fxssss
First Name: Fred
Last Name: Daberts
D Administrstor

URL: fred@mydomain

L..i Enable SIF Registration

Address:

User Hame:
Password;
Type: Digest

Save Cance!

Figure 31 - Add New User

2. In the Identification section, fill in the fields necessary for defining the new user,
as shown in Table 14.
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Table 14 - New User Identification

User Name Use the name by which the user will be known on the system.
The user will enter this string of characters during login.

Initial Password Enter the user’s password. Users can change their own
passwords once they log in.
Note:
If a user already exists on an endpoint to which this package is
being applied, this password will be ignored in favor of the one
already configured on the system,

First Name Enter the user’s preferred first name.

Last Name Enter the user’s surname.

Administrator If the user needs administrative access, click this checkbox. Only
administrators can set up new users.

URI Enter the user’s SIP registration ID as listed on your SIP server,
e.g.: bob@sip.domain.com.

3. In the SIP Server section, enter the SIP server information necessary for routing
calls through to the user as described in Table 15.

Table 15 - User SIP Settings

Enable SIP Check to enable the SIP Server fields.

Registration

Address Enter the IP address of the SIP server on which this user has been
defined.

Username Enter the user name for this user as it has been defined on the SIP
server.

Password Enter the SIP server password for Digest authentication. This is different
from the user’s password.

Type Digest authentication is selected by default and cannot be changed.

Transport Select TCP or TLS.

4. Click Save to save the changes and return to the Modify Users / Contacts
Package screen. The new user is displayed in the Users table.

For a more detailed explanation of managing users and user lists, refer to the User and
Contact Management section in the FieldView System Administration Manual.

Modify an Existing User

To modify an existing user, locate it in the Users table and click the corresponding modify
link. You will be directed to the Modify User screen where you can change any of the
details for the user.

45



D14141.04 April 2008 TANDBERG FieldView Management Suite

Deleting a User

To delete a user from the package, locate it in the Users table and click the corresponding
delete link.

Maintaining the Contacts List

Below the Users section is a list of Shared Contacts that are configured for the Users/
Contacts package. This table displays the Name, Address and Type of each contact, as well
as a list of actions that can be performed on each contact.

Create a New Contact
To create a new contact:

1. Click the Create New Contact link, located below the Contacts table. You will be
presented with the Create New Shared Contact screen, shown in Figure 32.

Modify Users / Contacts Package TANDBERG Contacts

Name: John
Address: john@192.168.1,123)

Type: MCD v

Figure 32 - Add New Contact

2. In the Identification section, fill in the fields necessary for defining the new
contact as described in Table 16.

Table 16 - New Contact Identification

Name This is the display name that identifies the contact in the directory.
Address Enter the URI for the contact.
Type Select the endpoint type, FD or Computer, from the drop-down list.

3. Click Save to save the changes and return to the Modify Users / Contacts
Package screen. The new contact is displayed in the Contacts table.

For a more detailed explanation of Shared Contacts, refer to the User and Contact
Management section in the FieldView System Administration Manual.

Modify an Existing Contact

To modify an existing contact, locate it in the Contacts table and click the corresponding
modify link. You will be directed to the Modify Contact screen where you can change
any of the details for the contact.
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Deleting a Contact

To delete a contact from the package, locate it in the Contacts table and click the
corresponding delete link.

Importing Users and Contacts

Users and contacts can also be imported into an existing package by using the Import
Users and Contacts interface. To import an XML file containing users and contacts:

1. Click the Browse button. You will be presented with a file selection dialog.

2. Choose an XML file containing the users and contacts to import. This can be any
users and contacts file previously exported by an FA client application or FMS
system.

3. Click Import. The users and contacts are imported into the package using the
same rules that apply when installing the package on an FD.

Note: Importing a file will replace all of the users and contacts in the existing
package with the ones in the imported file using the rules described in Users/
Contacts Packages.
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Media Configurations

The FMS allows administrators to create Media Configuration packages that can be applied
to FA software client endpoints. A media configuration defines a set of audio and video
properties for a particular media stream.

When a Media Configuration package is applied to an FA software client endpoint the
following rules are applied:

e Any configurations present on the endpoint with the same name as a profile in the
package will be replaced with the settings defined in the package.

e Any configurations in the package that do not exist on the endpoint will be added
to the endpoint.

e Any configurations on the endpoint that do not exist in the package will be
maintained. It is up to the administrator of a particular endpoint to remove
unwanted configurations manually.

Creating a New Media Configuration Package
To create a new Media Configuration package:

1. Choose Media Configurations > Add Media Configuration. You will be
presented with the New Custom Media Configuration Package screen as
shown in Figure 33.

Identification

Group Name: Warehouse
Version: 1.0.0.0

Copy From: [ Blank ] v

Save Cancel

Copyright (c) 2007-2008 LibreStream Technologies Incorporated. All rights rezerved

Figure 33 - Add Media Configuration Package

2. Enter the information that is required to identify the new Media Configuration
package in the Identification section shown in Table 17.

Table 17 - Media Configuration Package Identification

Group Name Enter the name of the package. This name must be unique
to all Media Configuration packages and be a valid Windows
filename. This name is used to identify the package when
assigning it to an FA endpoint.

Version Enter the version of the Media Configuration package. This
version number is used by endpoints to determine whether
or not this package has already been installed. The default is
1.0.0.0.
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Copy From If you have existing Media Configuration packages in the
system, you can copy the individual configurations from an
existing package into the new package by selecting it from
the list.

3. Click the Save button to save your changes and create the Media Configuration
package.

View Existing Media Configuration Packages

To view the list of Media Configurations packages in the system, choose Media
Configurations > View Media Configurations. You will be presented with a list of all
the of Media Configuration packages that were previously created, as shown in Figure 34.
You can create a new Media Configuration package by clicking the Create New button
located at the bottom of the list.

Group Name Version Last Modified # Configurations
Intranet 1.0.0.0 17/12/2007 3:15:02 PM 0
Warehouse 2.0.0.0 17/12/2007 3:15:06 PM 1

Create New

Figure 34 - View Media Configuration Packages

Each item in the list displays the name of the package, the version nhumber of the
package, the date and time that the package was last modified, and the number of media
configurations currently configured in the package. From here, you may perform a number
of tasks on each package.

Save Package allows you to download a ZIP file containing a Media Configuration
package. This ZIP file contains both the package manifest and the package archive. You
can extract these two files to a standalone web server, which the FA client software can be
configured to query.

Modify takes you to a page allowing you to modify an existing package. On this page, you
can change the version number or name of a Media Configuration package, and add new
configurations to the package.

Delete removes the package from the system. Any endpoints that are currently assigned
to the Media Configurations package will have their Media Configuration group set to
[None].

Modifying an Existing Media Configuration Package

To modify an existing Media Configuration package, locate it in the list and click its
corresponding Modify link. You will be taken to a screen similar to the one shown in Figure
35.
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Modify Media Configuration Package Intranet

Identification

Group Name: Intranet

Version: 1.0.0.0

Configurations

Custom Profile Name

Low Bitrate modify delete

Figure 35 - Modify Media Configuration Package

The name of the package that you are modifying is shown at the top of your screen. From
here, you can change the name or version number of the Media Configuration package.
Modify the fields as required and click Save to save your changes.

Note: The version number of a Media Configuration package must be changed whenever
new configurations are added to the package. If the version number is not incremented,
FA software client endpoints that are assigned to the package will not know that it has
changed and will fail to download and install it the next time the endpoint is asked to
check for updates.

Maintaining the Media Configurations List

Below the Identification section is a list of configurations contained in the package. The
table displays the name of the configuration and a list of actions that can be performed on
each configuration.

Create a New Media Configuration

To create a new media configuration:

1. Click the Create New link located below the Configurations table. You will be
presented with the Create New Media Configuration screen, shown in Figure 36.
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Modify Media Configuration Package Intranet

Name: High Bitrate

Device Type: NTSC '
Resolution: 640 x 480 - VGA v
Frame Rate (fps): 10 ~
Frame Sequence: Iand P W

GOP: 5 3
Target Bitrate (kbps): 1500
Min: 48, Max: 2500

Peak Bitrate (kbps): 2000

Min: 48, Max: 2500
Audic
:lE‘al:le Audic Configuration
Ssample Size: 16 bit
sample Rate: 48 K/Sec
Separation: Mono

Save Cancel

Figure 36 - Create New Media Configuration

2. In the Identification section, fill in the fields necessary to define the new
configuration, as shown in Table 18.

Table 18 - New Media Configuration Identification

Name The name used to identify the configuration in the FA client
software. The names High Quality, Medium Quality, and Low
Quality are reserved and cannot be used.

3. In the Video section, fill in the video parameters for the configuration.

4. 1In the Audio section, enable or disable the configuration of audio parameters
by selecting the Enable Audio Configuration checkbox. If enabled, fill in the
desired audio parameters for the configuration.

5. Click Save to save your changes and return to the Modify Media Configuration
Package screen. The new configuration is displayed in the Configurations table.

For a more detailed explanation of the configurable video and audio parameters, refer to
the Media Configuration section in the FieldView System Administration Manual.

Modify an Existing Media Configuration

To modify an existing configuration, locate it in the Configurations table and click the
corresponding modify link. You will be directed to the Modify Media Configuration
screen where you can change any of the details for the configuration.
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Deleting a Media Configuration

To delete a configuration from the package, locate it in the Configurations table and click
the corresponding delete link.
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Software Update Packages

Software update packages cannot be created using the FMS system. When new versions of
FA or FD software are available, they will be pre-packaged and distributed by TANDBERG.
Administrators can then add software packages to the FMS system and apply them
remotely to FieldView endpoints.

When a software update package is applied to a FieldView endpoint, the following rules are
applied:
e For FD endpoints, if the version of any software component does not match the
version in the package, it will be applied to the endpoint.

e For FA endpoints, only newer versions of the FA client software will be downloaded
and installed.

View Existing Software Packages

To view a list of the current software packages available in the system, choose Software
Packages > View Software Packages. You will be presented with the Software
Update Packages screen shown in Figure 37.

Group Name Version Items Comments
FD 3.57 3.57.0.0 3 Please see the release notes for more details.

FD 3.58 3.58.0.0 3 Please see the release notes for more details.

Packages can be added to the server manually by daing the following:

1. Create a new directory under
The name of the directory will be the package name.

2. Copythe relevant package file and associated manifest XML file (if not already included in the package) to the newly created directory.

Figure 37 - View Software Packages

Each item in the list displays the name of the package, the version number of the
package, the number of installable items in the package, and any comments contained in
the package manifest.

Adding a New Software Package

To add a new software package to the system, it must be copied to the FMS software
package repository.

To add a new software package:

1. In Windows Explorer, open the FMS software package repository by going to the
following folder:

C:\Documents and Settings\All Users\Documents\FMS\Packages\Software\

2. Create a new folder in the ...\Software folder to hold your new software package.
The name you choose here is the name that will appear under Group Name in
the software update packages list. We recommend that you choose a name that
reflects the type of software (FA or FD) and version number for easy identification
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when applying the update to an endpoint. For example, you could create a folder
named FD_4.0.0.

3. Copy the manifest.xml and the associated package ZIP file that you received from
TANDBERG to the newly created folder as shown in Figure 38. It is important
that you do not rename the package file as it is referenced by name within the
manifest.

File Edit View Favorites Tools Help

QBack = | le /.- ) Search [1 Folders El'

Address [[3) C:\Documents and Settings\All Users\Documents\FMS \Packages\Software\FD 3,57 A ' Go
Folders X MName Size  Type Date Modified
@ Desktop A = Manifest.xml 2KB XML Document 2/8/2008 3:01FM

# () My Documents . Package TANDBERG-v3_56.Zip  12,733KE TUGZp ZIP archive  2/8/2008 3:02PM

=] _J My Computer
= <e Local Disk (C:)
|5) b36f7ada265d543596fe4548
# ) cygwin
# 3 DELL
E I =
= [2) Documents and Settings
# () Administrator
=l |2 All Users
+ | Application Data

|5 Desktop

| DRM

|) Favorites

= |5 Shared Documents
= 3 FMs
# [[3) Configurations
= |0) Packages
=l ) Software
=]
) FD 3.58

Figure 38 - Adding a New Software Package

4. In the FMS User Interface, choose Software Packages > View Software
Packages. Your software package appears in the list and can now be assigned to
FieldView endpoints.

Deleting an Existing Software Package

To remove a software package from the system, remove the corresponding folder from the
FMS software repository located in the following folder:

C:\Documents and Settings\All Users\Documents\FMS\Packages\Software\

Note: We recommend that you create a backup of a software package before deleting it in
case you need to apply the software to FieldView endpoint at a later time.
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